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Abstract. In recent years, we have witnessed an improvement of the systems
developed for the prevention of cyber-attacks meant to harm the airports
security, due to the increasing number of the sophisticated malicious attacks.
The majority of government organizations depends on advanced systems
consisting of interconnected computing machines, used to provide public
services. This connectivity and online services have many advantages for users,
but also, they become vulnerable in case of a cyber-attack. One of the most
targeted systems is the one used in the aviation sector, which is also vulnerable
in front of physical threats. Since Sept 11th, 2001, an improvement of terrorist
tactics was observed, reason why the security of this sector represents a critical
consideration. This paper presents a summary of the ongoing research activities
taken to improve the security level of airports and proposes a scalable solution
for the integration of several security tools, services and fields.
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1 Introduction

Despite all the actions taken to improve the security of the international airports, the
aviation sector is still a critical issue to be resolved as soon as possible. The terrorist
attack that took place in the United States of America on September 11th, 2001 was
the beginning of a worldwide attacks series, such as liquid explosions that occurred in
2006, body bombs (2009 and attempts occurring even today), attempts to destroy
aircrafts by using improvised explosive devices (which were commonly seen in
2010), as well as the attacks that took place in Moscow, Sofia and Bulgaria [1]. These
attacks have shown that, regardless of the methods used to prevent terrorist activities,
attackers technique has continued to develop in direct proportion to the development
of the security mechanism implemented by the international authorities responsible of
aviation security.



The systems implemented in airports are the result of numerous research activities
undertaken to prevent potential terrorist attempts. The main purpose of these systems
is to monitor the people inside airports by making an analysis based on their behavior,
facial expressions and psychological profiles.

Opinions regarding the prevention of terrorist attacks through behavioral analysis
differ. Many researchers believe that the practices used to detect the harmful trends to
public safety have the potential to help the process of capturing terrorists and to
provide an increased level of security and confidence, while others consider that the
implementation of new security mechanisms can affect the public safety due to the
provision of new technologies that can be exploited by cyber-attackers.

After many research activities in the field of cyber security and its influence on
critical infrastructures, it was found that many developed countries believe that air
transport security is a critical issue even for the future years. For example, Singapore
has stated that civil aviation is a crucial element of the “Critical Infocomm
Infrastructure Protection” program, intended to the CSP (Cyber Security plan) for
2018 [2]. For example, taking into account the cyber-attacks that took place in 2014,
CNAIPIC (National Anti-crime Computer Centre for the Protection of Critical
Infrastructures) reported 1151 such attacks, of which 161 were directed to the web
protection sector and 50 of them to DDoS (Distributed Denial of Service) in Italy [3].
As time passed by, a significant increase of ICT (Information and Communication
Technology) has been observed in civil aviation, particularly in the area of
construction and development of air transport means and in the implementation of the
communication methods and navigation equipment, but in addition to the benefits
available, they have also introduced a set of issues related to cyber-security.

The main contribution of this paper is the development of a novel architecture for
preventing cyber-attacks on critical infrastructures such as airports as well as two case
studies built on top of this architecture. Also, prevention measures are given to be
used as recommendation by interested stakeholders such as airport security staff, and
airport network administrators.

The article consists of three other sections, as follows: Section 2 of this paper
provides a general description of the activities undertaken by other agencies to
address the cyber-security issues concerns, while Section 3 presents the proposed
platform, consisting in a scalable solution developed to integrate several security
tools, fields and services. The conclusions of the paper can be seen in Section 4.

2 Related Work

In this section will be presented the efforts undertaken internationally to improve the
methods used to prevent the global attempts to breach the regulations related to the
safety of airports headquarters and privacy of the online services provided to
passengers.

Within the events of ICAO (International Civil Aviation Organization), ICCAIA
(International Coordinating Council of Aerospace Industries Associations) has argued
that the new technologies developed to ensure cyber-security are vulnerable to cyber-
attacks. Therefore, it was necessary to create a research team responsible for the



monitoring, management and implementation of the practices and procedures required
to ensure the cyber-security. In 2013, IFALPA (International Federation of Air Line
Pilots” Associations) published the report [3] about the threat of cyber-attacks on
aircrafts, airports and various online service delivery systems for travelers, with the
main purpose of detailing the problems encountered in securing navigation data,
which may affect the safety of airports if they are not adequately protected.

CANSO (Civil Air Navigation Services Organization) established in 2014 a
research group, whose work led to the creation of a study called ,,Cyber Security and
Risk Assessment Guide” [4]. The basic idea of the study was to improve the
implementing provisions of the sectoral methods between the ANSP (Air Navigation
Service Provider) providers.

Also, 2014 was the moment when several associations such as ICAO, CANSO,
ICCAIA and TATA (International Air Transport Association) signed the CACSA
(Civil Aviation Cyber Security Action) plan, which forced them to unite their efforts
to effectively mitigate the cyber-attacks [3]. This partnership has contributed to
promoting the development of a much more mature culture regarding the real risk of
cyber-attacks and how to protect against them.

However, the global view is that the aviation sector for civil transport requires the
improvement of the technologies and means of ensuring airports security. A difficulty
in this regard is the fact that many of these technologies are also used in other
industrial areas, which makes them even more vulnerable to potential attackers.
According to the studies conducted in recent years [5,6], it has been observed that the
number of cyber-attacks directed against civil aviation has increased. Depending on
the target system, it is possible to exploit a large number of vulnerabilities, on a case-
by-case basis.

Scientific approaches have been taken to modelling attacks for airport security
analysis. For instance, authors in [7] have developed a dynamic event-based model of
the airport as a Cyber-Physical System (CPS) that predicts the impact of blackouts or
other cyber-attacks on airport performance and can simulate the propagation of
external stimulation within the airport network. A security QoS profiling for airport
network systems was performed in [8]. Authors used Stateful Packet Inspection based
on OpenFlow Application Centric Infrastructure for securing critical network assets.
Other approaches have also been taken, including taking into consideration a hybrid
approach of port and airport critical infrastructure security [9].

Furthermore, the following systems described could pose a serious issue to human
safety and national security when they are compromised. The most targeted systems
when talking about cyber-attacks are: international airport computer systems, in-flight
aircraft control systems and air traffic management systems [10].

Internet is frequently used in airports to make simple operation such as
informational exchange and messaging. Another important target could be
represented by SCADA (Supervisory Control and Data Acquisition) systems that
most often have control over ventilation systems, luggage transportation, etc. [11,12].
Because most of the mobile applications needs an Internet connection to work, the
airport security system will be endangered with repercussions on airport operations.
This fact will make them become potential targets of cyber-attacks by a large number
of physical operations (such as digital camera, USB drivers, computers, etc.) and
virtual operations (trojans, DoS, phishing, etc.).



The impact of WiFi's introduction is considerable from the perspective of several
security experts. Spanish expert Hugo Teso has demonstrated in [13] at the EASA
(European Aviation Safety Agency) conference how to make an airplane crash by
controlling the aircraft control system with a software mobile phone application
created by himself. Ruben Santamarta demonstrated in [14] by using a WiFi-
accessible flight entertainment system how it is possible to interfere with satellite
communications, and therefore with a flight navigation system. Also, in 2015, Chris
Roberts, succeeded to do the same particular thing, and according to an FBI (Federal
Bureau of Investigation) documentation, Chris only typed in the command CLB
(climb) and the plane's engine responded to the prompt [15].

US Department of Transportation Inspector General have made a report in 2009 in
which the weaknesses and inefficiencies in the FAA's ATM systems were blamed
when talking about the control procedures and the capability to identify the unlawful
intrusions. GAO (Government Accountability Office) published a much more
relevant report [2] in January 2015 and according to the report one of the deficiencies
of this systems was the lack of cyber risk management, which is why there is no
precise definition of the roles and responsibilities within the FAA (Federal Aviation
Administration).

3 Airports Cyber-attacks Prevention Methodology

In this section we present the most effective ways to analyze if a communication
system is vulnerable or not to cyber-attacks by simulating these situations. Such a
simulation can be performed on an Internet network that was developed specially to
meet airport-specific requirements and services. Analyzing the results generated by
the simulated attack, the vulnerabilities of the system could be analyzed in detail and
more effective solutions to combat them could be developed. In the following section,
we describe the procedure to be applied in order to obtain the desired results.

3.1. Use Case: Airports DDoS Attacks Prevention

Event: Let’s assume that a group of attackers wants to blackmail a medium-to-large
sized companies number by threatening them with a DDoS attack. Attackers have
found that an airport company is the ideal target for such a cyber-attack, because it
depends on Internet connection and, also controls substantial financial resources.
Generally, for initiating a cybernetic-attack it’s necessary to identify the IP addresses
owned by the airport in question, which are not difficult to obtain, and some emitting
sources which will be used to begin the attack. The first targets are the mobile
terminals or infected networks that can be easily controlled.

Result: If the airport management does not agree to pay the amount required by the
attackers the attack will be initiated, and the airport’s Internet connection will be
compromised. When it is accepted that the airport is indeed cyber-attacked, it is
necessary to start investigations to resolve the critical situation. In Fig. 1 can be seen
the functional architecture of the network, which contains all the airport network



components. In order to exchange information between stakeholders, it is necessary to
have an Internet connection. When the Internet connection is interrupted, the partners
won’t receive any more updated information from the Airport Operation Plan (AOP)
sector, nor the Network Operation Plan (NOP) as the network will not be able to
sustain a corresponding dataflow.
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Fig. 1. The functional architecture of the network

Prevention measure - The following methods can be used [16]:

1.

Volumetric protection: is one of the methods used by the ISPs (Internet Service
Providers) to prevent and identify potential DDoS attacks. Also, the providers are
capable to filter all the requests received from different emitting sources. In this
way, ISPs can decrease the traffic that seems abnormal and grant only normal
requests to the airport IP addresses. Certain IP addresses can be blacklisted if
needed.

An alternative way used in cyber-attacks prevention is the development of a
second Internet connection and the allocation of a different IP range, which will
be used only in emergency situations.

To improve the efficiency of the protection mechanism, it is necessary to
implement high performance hardware devices which have specialized
network interfaces. The role of these devices is to permanently monitor the
logging activities and existing traffic to specific IP addresses from the airport. In
case of an attack detection, the traffic will be redirected to the cleaning
equipment.



The protection method used in this research activity is blackholing. Specifically, the
attacked IP addresses are automatically notified to the top-level providers, who will
block the entire traffic to them. A procedure considered very important at this stage is
to minimize the human factor from the traffic monitoring process. When receiving a
phone call about a cyber-attack, the airport’s representatives will be welcomed by an
intelligent speech recognition system that will trigger the protection mechanisms, as it
can be seen in Fig. 2.
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Fig. 2. Cyber-attack prevention mechanism functionality

Detection is based on unsupervised learning for anomalies detection. Unsupervised
learning enables the identification or detection of behavioral anomalies at logical
level. The detection method is implemented using a combination of clustering
algorithms in the first phase (unsupervised learning), followed by the supervised
learning phase (after discovering anomalies that suggest security issues, incidents,
etc.).

3.2. Use case: Blended Attack

Event: Let's assume that a group of attackers wants to disrupt the normal operation of
an airport information flow, without the rapidly detection of the intrusion attempt. To
achieve the desired goal, it has been chosen to use a blended attack involving the
simultaneous initiation of multiple attacks, one of them having the main role of being
quickly detected to create a diversion. In this sense, a DDoS attack similar to the one
presented in the previous scenario will be initiated, which will affect the airport
network performance. Meanwhile, to a limited number of aircrafts will be sent
messages that will contain minor changes of the flight routes, which were specially
designed to prevent them from being detected. The engineers and airport security
officers will be distracted by the remediation of the effects caused by the first fake



cyber-attack, while the real attack will not be noticed. Since the effects of the first
attack can be easily resolved, the staff responsible with the provisioning of the airport
security will have the impression that the situation is under control and that the
communication network is safe, which is totally wrong.

Result: Undetected attacks will result in the change of the flight plans, such as
aircrafts take-offs or landings delays. For example, if an airplane will arrive at its
destination before the scheduled time, the staff responsible with the provisioning of
the safe landing support of the airplane will have to come at the workstation earlier. If
the attack will cause the aircraft to be delayed, the workers will be forced to wait for
its arrival. This waste of time could be spent managing other flights, as needed.
Maintaining in the airport space perimeter of an aircraft that has arrived earlier, until a
landing strip is released, will cause a delay in the take-off of the other planes within
the airport headquarters. This will also influence the aircrafts cleaning and fueling
process, as well as the time required to load the luggage in the planes carriers. From
an international point of view, the emergence of such a problem will affect the world-
wide air traffic.

Prevention measure - The airport security staff will find out hard that the initial
cyber-attack was not the real one. To avoid this, it is advisable to educate the
authorized airport security staff about the possibility of masking a massive cyber-
attack through a bait-attack. Also, in order to minimize the risks of occurrence of
these situations, certain hardware or software components can be implemented in the
network infrastructure to continuously monitor the operation of the airport equipment
(e.g. Building Management Systems, Closed-Circuit Television, Communications and
Flight Information Display Systems, etc.). Another way to prevent these blended
attacks is to analyze similar attacks and develop and integrate more efficient security
algorithms to monitor air traffic autonomously and to quickly respond if a suspect
number of delays is detected.

3.3. Discussions

Ensuring a high level of security of the airport premises represents a critical aspect
that must be solved as quickly as possible. The normal functionality of the airport
operations centers can be easily disrupted if the availability and integrity of the
security systems can be compromised. Considering the previously mentioned use-
cases, the main cyber-problems that can affect the airport headquarters are:

- old-generation communications systems whose security mechanisms can be
easily penetrated. In case of such equipment, ensuring a high-quality airport network
is almost impossible;

- the use of customer services that are provided by third party companies.
This event involves the existence of an increased number of users who can access the
core infrastructure, which can affect the security of the network;

- even if most of the systems from an airport have been properly secured, it is
necessary to ensure a certain level of security for all equipment within the network.
For example, if airport access points are not reliable, the network security can be



easily compromised. Furthermore, Internet of Things (IoT) platforms are being
deployed in airports, but have several security issues [17].

If current problems will not be resolved soon, the prevention of terrorist attempts
will be more and more difficult to achieve. This will have a major impact on
international air transport, which will affect in time the public’s confidence and the
overall international security.

4 Conclusions

Considering that more and more organizations prefer the implementation of cloud-
based functional models, thus supporting the technological evolution, it is clear that
this phenomenon will influence the technologies currently used for airport
headquarters protection. The number of cyber-attacks is rising and their nature is
constantly changing. As a result, we presented how vital it is to adopt the
implementation of superior security technologies and mechanisms that can effectively
combat the existing threats. As future work we envision building a simulator for such
kind of cyber-attacks.
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